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Security by Physical (Quantum)
States?

Advantage: Very fast for
certain tasks like shortest
path problems, decyrption,
~ prime factorisation...

I_é

VS.

Quantum Computer:
can be 0 or 1 or both

Neuronal
networks:

VS.
W .Copy*“ brain and
W7 build own artificial

- ‘ intelligence

Classical Computer:
either 0 or 1
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Intel Quantum Chip

Jim Clark

Intel” s Director of
Quantum Hardware
With superconducting
Test chip
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Software enlights Hardware
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Indispensable Software

ITK-Markt Marktvolumen (in Mrd. Euro) Wachstumsraten

Deutschland® 2014 2015 2016 2017 15/14 16/15 17/16
Summe ITK + CE 153,2 157,8 159,3 161,4 3,0% 1,0% 1,3%
Consumer Electronics 10,2 9,6 9,2 9,2 -5,3% -4,4% -0,5%
Summe ITK 143,0 1482 150,1 152,2 3,6% 1,3% 1,4%
Informationstechnik 77,8 81,1 83,7 86,0 4,1% 3,3% 2,7%
IT-Hardware 22,5 23,5 24,0 24,0 4,5% 1,8% 0,1%
Software 19,1 20,4 21,6 23,0 6,6% 6,2% 6,3%
IT-Services 36,2 37,2 381 39,0 2,6% 2,7% 2,3%
Telekommunikation 65,2 67,1 66,1 66,2 3,0% -1,1% -0,2%
TK-Endgerate 9,3 11,3 10,6 10,7 22,0% -6,1% 1,0%
TK-Infrastruktur 6,3 6,5 6,6 6,6 2,5% 1,7% 0,7%
Telekommunikationsdienste 49,6 49,3 49,2 48,9 -0,5% -0,3% -0,6%
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Almost any software is vulnerable

OWASP TOP 10 POLICY PASS RATE

Percentage of Applications Passing on First Scan
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Where is the problem?

Top Vulnerability Categories
Percant of Applications Affectad for Web Applications) Year 2010

B indicate categories that are in the OWASP Top 10

Infcrmation Leskage
Cross-site Scripting (XS5)
Cryptographic lssues 55%
CRLF Injection

Directory Traversal

EQL Injection

Tirne and State
Credantizsls Managernent
APl Abuse

Insufficaent Input Validation
Encapsulation

Session Fiation

Rape Conditions

05 Cornmand Injection
Potential Backdoor
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Figure 18: Top Vulnersbility Categories (Percent of Applicetons Affected far Web Applicationst

Source: Veracode 2010: State of Software Security
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See any major difference?

TOP 10 VULNERABILITY CATEGORIES Year 2016-

Percentage of Applications With a Vulnerability on Initial Scan 2017

B 2016 2017

Information Leakage
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Source: Veracode 2017: State of Software Security
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Debugging Software




Threat Analysis, Testing, Certifying

https://www.businesscomputingworld.co.uk/bugs-versus-flaws-know-what-youre-up-
agai

gainst/
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Financial and/or physical
damage to goods/people

Financial and/or physical
damage to goods/people
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Software Engineering
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Security Development Lifecycle

[ - e

Draw Diagrams JjShopes
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Better Security with Open Source?

ey fOr US
piggest vu\nerah\\\w o
J ava is thes _— us des\duu&savsa
ump\,\te the sing' piggest o

oracle’ Java PO

97%: Th
* 'Ne nump
20 €rofscan
: 15 that had code qualit nned Jav Va apps j in
Why Is open source software more secure? alit Yerrors

Bushwacker: “It's all available for inspection. You can build the code

yourself, including the kernel. Now about backdoors in compilers, that's
another story.”

Why is the Eiffel programming language not more
popular?

So, what is your
opinion?
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Software for Chipcards

Java Card Architecture & Components

JAVA CARD ARCHITECTURE

r f th '.j ] G
Open Platform ] '

System Applet issuer Defined API

Open FiatFnrm
APl

HHOr

Vendor-specific Operating System (Mem, 1/ O, Crypto)




AIM AND MOTIVATION

IT Security Technology- Set the

Meet and Induslog Made in :
Cooperate platform G development right Framework
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ACTIVITIES

Events: Conferences, Workshops, Forums
Specific Working Groups

Dialogue: politics, institutions and academia
Research Projects (Consortia)

Relations: Clusters, Associations

Exchange for experts
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MCSC 2017
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VERANSTALTUNGEN

DAYS

DIGIALINNOVATION




TERMINE

Sichere Industrienetzwerke: 26.10.2017,
NUrnberg

« German — Japanese Security Forum:
29.11.2017, Tokio

« Munich Cyber Security Conference (MCSC):
15.02.2018, Munchen

e Tech Days Munich: 13./14. Mai 2018,
Munchen

« Geplant: Fachforen mit VDMA, Mechatronik
Cluster und vbw in 2018



RESEARCH INDUSTRY
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EMPOWERING INNOVATION
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-My interest in life
comes from setting
myself huge, apparently
unachievable challenges
and trying to rise above
them.”

Sir Richard Branson

THANK YOU!




